Eduroam Wi-Fi roaming setting (Windows)

This document is for TKU account, guest from other eduroam campus can

use different authentication method.

eduroam auto setup steps

1.

i W

Choose the download according to your windows version
o 64bit: https://wifi.tku.edu.tw/download/eduroam_win_x64.zip

o 32bit: https://wifi.tku.edu.tw/download/eduroam_win_x86.zip

Save download file and unzip.

Execute tku-eduroam.bat to auto config eduroam connection.

Connect your Wi-Fi to eduroam.

Enter your User name (account@tku.edu.tw) and tku sso password, then
click OK to connect.

Enter Credentials e

o ] o |

6. If auto setup failed, please refer the follow statement. -


https://wifi.tku.edu.tw/download/eduroam_win_x64.zip
https://wifi.tku.edu.tw/download/eduroam_win_x86.zip

eduroam manual setup steps (using if auto setup failed)

Follow step 1-3 of auto setup.

Delete eduroam profile. Start -> Setting -> Network and Internet -> Wi-Fi
-> Manage known networks, click eduroam -> Forget -

Start -> Setting -> Network and Internet -> Wi-Fi -> Network and sharing
Center.

< Settings = o K
& Wi-Fi

Related settings
Change adapter options

Change advanced sharing options

Network and Sharing Center

Windows Firewall

Have a question?

Troubleshooting network connection issues

Choose Setup a new connection or network

£} Network and Sharing Center - O X
+ & « Al Control Panel Items > Network and Sharing Center v O Search Control Pane el

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing eduroam Access type: Internet
settings Public network Connections: &« Z, A #EE 10

Media streaming options

SEM AN Access type: No network access
Public network Connections: & 7, F{#FE 4

Change your networking settings

@ Set up a new connection or network
-
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

‘ :j Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

Choose Manually connect to a wireless network -> Next .



ﬁ' Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L § Set up a new network
e, Setup anew router or access point

- Manually connect to a wireless network
- Connect to a hidden network or create a new wireless profile,

1 Connect to a workplace
Set up a dial-up or VPN connection to your workplace

Next Cancel

6. Enter eduroam to Network name field, Security type select WPA2-Enterprise,
click Next.

<« ? Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ‘eduroam ‘

Security type: WPA2-Enterprise =

Encryption type: AES

Security Key: Hide characters

Start this connection automatically

[J Cannect even if the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.

7. Click Change connection settings.

& Manually connect to a wireless network

Successfully added eduroam

=» Change connection settings
Open the connection properties so that | can change the settings.




8. Switch to Security tab, and change network authentication method to
Microsoft: Protected EAP(PEAP) - click Settings.

eduroam Wireless Network Properties X

Connectiog Security

Security type: WPA2-Enterprise LY

Encryption type: AES b

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) ~ Settings

Remember my credentials for this connection each
time I'm logged on

9. Change Authentication method to EAP-Token, click OK.

Protected EAP Properties X

When connecting:

Merify the server's identity by validating the certificate

|| Connect to these servers (examples:srvl;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:

D AddTrust External CA Root A
(] AffirmTrust Commercial

[ Baltimore CyberTrust Root

[] certification Authority of WoSign

[] certum ca

[[] certum Trusted Network CA

[] changingtec ServiSign CA 20170422

[ PSS e
< >
Notifications before connecting:
Tell user if the server's identity can't be verified v
Select Authentication Method:
EAP-Token ~ || configure...

Enable Fast Reconnect
[ Disconnect if server does not present cryptobinding TLV

[ ]Enable Identity Privacy




10. Click OK, then click Close.

11. Click Wi-Fiicon on the system tray, select eduroam, Click Connect.

@ eduroam

Secured

@ Connect automatically

@ fknx

Network & Internet settings
Che S

7° )
Mobile
Airplane mode hotspot

12.Enter User name (account@tku.edu.tw) and password, then click OK to
connet eduroam.

Enter Credentials X

User name: 1490 123456 @thu.edu. tw

password N | b

Logon domain: ]

ok | Cancel




